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One of the 15! vulnerability researchers at the hacker think tank, LOpht in 90’s.

Unites States Senate testimony. May 19, 1998 /
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Impacts from application security vulnerability

49%

APPLICATION DOWNTIME

INCREASED OPERATIONAL COSTS

APPLICATION PERFORMANCE ISSUES

CUSTOMER DATA LOSS
NEGATIVE PRESS/DAMAGE TC BRAND 25%
INTELLECTUAL PROPERTY LOSS 22%

How to Make Application Security a Competitive Advantage, IDG
Market Survey, March 2018
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INTERNALLY DEVELOPED VS. THIRD-PARTY (COMMERCIAL) APPLICATIONS

Applications Passing OWASP Top 10 Policy

B rassed I Did Not Pass

2017
Iinternally Developed |[Bcfsf™ 65%
Third-Party
2016
Internally Devalopad =i 61.1%
Third-Party
2015
Third-Party P45 72%
0 10% 20% 0% A0 50% B0% T0% BO% B0 100%
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Performance Against Enterprise Policy by Application Purpose

B Fail B Pass M Pass Conditionally
Security Product 74% 26%
Operations 7% 28% [IEEE
Learning and Growth 37% 63%
Healthcare 67% 33%
Financial 58% 59
Customer Support 45% 9%
? Mudge - e
=7 Thanks.
54% 46%

The percentage of security software (3.8%) in an environment is also

helpful as | have data/stats showing the DoD/USG tracking 28% of all their
security vulns in the same timeframe (as your deck) as originating from 40%
deployed security solutions.
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Kashi®
7 Whole Grain Flakes

Evaluating the Security of Software Nutrition Facts

Serving Size 1Cup (50g)

Amount Per Serving

Calories 170 Calories from Fat 5

e —r e er—
% Daily Value*

Scan Pre- / Post- Total Fat 0.5g 1%

N Saturated Fat Og 0%
Frequency Production TansFatly
Polyunsaturated Fat Og
Monounsaturated Fat Og
Chol 1 0Omg 0%
Sodium 150mg 6%
P ium 120mg 3%
Total Carbohydrate 41g14%
Dietary Fiber 6g 24%
Soluble Fiber 0g
Insoluble Fiber 6g

Developer @ Assessment S

Protein 6g 4%

o . |
TrOInIn Tor e-l- Vitamin A0% e Vitamin C 0%
g g Calcium 0% o Iron 8%

*Percent Daily Values are based on a 2,000
calorie diet. Your daly values may be higher
or lower depending on your calorie needs.
Calories: 2,000 2,500

TotalFat  Lessthan 65  80g
Sat.Fal Lessthan 20g
Less than 300mg
Sodim  Lessthan 2,400mg 2,400mg

Potassium

Total Carbohydrate 3009 375
Dietary Fiber 2% 30g

Protein 50g

Calories. :
Open |n-|-egr0-|-ed Fat9 fﬁw&“mnydma *  Protein4

A INGREDIENTS: KASHI SEVEN WHOLE GRAIN

Sourced Scanmng BLEND (WHOLE: ORGANIC HARD RED WHEAT,

Cod OATS, BROWN RICE, TRITICALE, RYE, BARLEY,

oge BUCKWHEAT), ORGANIC LONG GRAIN RICE,

ORGANIC DRIED CANE SYRUP, ORGANIC
WHEAT BRAN, OAT FIBER, BARLEY MALT
EXTRACT, BROWN RICE SYRUP, SALT,
SESAME SEEDS.
CONTAINS WHEAT INGREDIENTS.
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DevSecOps is becoming the norm.

Security
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DevSecOps Indicator:
Percentage of Scans by Account Type /
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SOURCE: Veracode, State of Software Security Volume 8, 2017-10-18




DevSecOps Indicator:
Average Number of Scans Per Application

PAONRS
2016

2017

AONRS
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DevSecOps Improves Time To Remediate

3X

Reduction in
MTTR

Median TTR 3x

Higher Fix Rate

1-12 scans
13-52 scans
(monthly-weekly avg)

53-260 scans
(weekly-daily avg)

260+ scans
(daily+ avg)
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DevSecOps Effect

1-3 Annual Scans 4-6 Annual Scans 7-12 Annual Scans

N ‘
300
400

13-50 Annual Scans 51-299 Annual Scans 300+ Annual Scans

o

N
o
o

o

100

Average Findings per App

N
@]
O

300

400

1 2 3 45 6 7 8 9 1 2 3 4 56 7 8 9 1 2 3 4 5 6 7 8 9
Application Age (months)

Source: Veracode SOSS Volume 10
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Vulnerable Modules/Libraries

Thousands of CVEs in open source packages

Need to be continuous about library and package inspection and

monitoring

How fast can you determine if a new vulnerability in an open source

package effects one of your apps?

How fast can you rebuild and redeploy?
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Validating a Secure Development Process

Verified Continuous

Business-Driven Maturity

Veracode Verified Verified Standard Verified Team

Security Baseline Secure Coding Culture

Code
Security

Developer
Training

Assessment
Target
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A Roadmap to Compliance

VERACODE General

VERIFIED HITRUST Destactior

Regulation

> DSS
W'ﬂ;"‘"’

CSF Certified

CONTINUOUS

VERACONDE «ﬁ %
VERIFIED [SAC
NIST

National Institute of

VERACODE ol e
VERIFIED

TEAM

STANDARD
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VERACODE

You change the world, we’ll secure it.

Chris Wysopal
cwysopal@veracode.com
@weldpond

.veracode.com/verified/directory
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